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What is Uncertainty?
● Ability of a system to quantify the 

certainty at which the decision it 
made would be correct. 

● Other words: How sure is a system 
about its own prediction. 

● Question: Why model uncertainty?
○ Natural phenomenon always has an 

uncertainty attached to it. 
○ Modelling a natural phenomenon from 

should also take into account related 
uncertainties. 

○ For eg: physics based simulations, 
quantum tunneling etc. 



Type of Uncertainty

Model Uncertainty Data Uncertainty Distributional 
Uncertainty

Reducible, as size of 
training data increases

● Also called aleatoric 
uncertainty

● Arises from class overlap, 
label noise, homoscedastic1 
and heteroscedastic2 noise

Irreducible, as size of 
training data increases

● Also called dataset shift
● Mismatch between training 

and test distributions.

Reducible, as more examples 
from OOD are added to training. 



Modelling Uncertainties Separately
● The three types of uncertainty discussed in the last slide can be modelled as 

a combination. 
● Bayesian Neural Networks model distributional uncertainty through model 

uncertainty. 
● Ensembling of classifiers also handles model uncertainty and data 

uncertainty. 
● Question: Is there an advantage if we can model each uncertainty 

separately?
● Answer: Yes. Every type of uncertainty requires different steps to be 

taken in order to reduce it. 



Distribution Uncertainty



Classifier Behaviour in Distribution Uncertainty

Classifier

Ideal Case

Real Case

Pretty sure 
that’s a “Cat”

I’m very unsure, 
it’s either a “Cat” 
or “Dog”.

Classifier

Pretty sure 
that’s a “Cat”

SUPER sure 
that’s a “Dog”

Confident when 
example from 
training 
distribution, 
underconfident 
when 
out-of-distribution

Overconfident in 
out-of-distribution, 
and possibly 
incorrect at that as 
well. 



Proposed Method: Outlier Exposure (OE)
● Idea is to decentralize each uncertainty, and model them individually. 
● Individual modelling will allow uncertainty-specific measures to be taken. 
● Outlier Exposure (OE) models distribution uncertainty, a.k.a 

out-of-distribution (OOD) uncertainty. 
● OE proposes a small variation in the loss function of a classifier, which when 

incorporated, provides three benefits:
○ Allows model to learn OOD detection. 
○ Calibrates probability estimates to reflect OOD samples (uniform probability across all 

classes). 
○ Improves state-of-art performance by large margin in many tasks.



Outlier Exposure (OE) Terminology

“In-distribution”, which is the distribution of the training data for classifier. 

“Out-distribution”, any unknown distribution (or combination thereof) which 
is NOT  D_in

“Out-distribution” from which samples are drawn to train the classifier using 
proposed OE technique. 

“Out-distribution” which is of unknown distribution, unseen by classifier, 
used as test set. 



Outlier Exposure (OE) Terminology

Street View House 
Numbers dataset

80 Million Tiny Images 
dataset



Outlier Exposure (OE) Terminology



OE Loss Function

Original learning 
objective of the 

classifier. 

Sample (x,y) 
from training 
distribution

Sample (x’) 
from OOD

OE Loss function, which 
depends on dataset/task. 

Minimize the expected value 
of this random variable

Minimize the expected value of this 
random variable



Experiments and Datasets
● The paper provides extensive experiments on a wide variety of datasets. 
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Metrics
● Performance of vanilla models and models with OE modification are 

compared using three metrics:
○ False Positive Rate at N% True Positive Rate (FPRN) (Lower is better)
○ Area under ROC Curve (AUROC) (Higher is better for test set)
○ Area under Precision-Recall Curve (AUPR)  (Higher is better for test set). 



Metrics: False Positive Rate at N% True Positive Rate
● Setting True Positive 

Rate at 95%, what is 
the False Positive 
Rate?

● Lower FPRN is 
better. 



Metrics: Area under ROC and PRC
● Area under Receiver Operating Characteristics Curve (ROC) is a standard 

metric which quantifies the performance of a classifier under different 
probability thresholds. 

○ Higher is better. 

● Area under Precision Recall Curve (ROC) is another standard metric which 
quantifies the performance of a classifier when class distribution is skewed. 

○ Higher is better. 



Choice of Loss Function for Multiclass Classification

Cross entropy between a uniform 
distribution and  posterior distribution 

of f(.) for OOD examples

Negative log probability 
of f(x) belonging to real 

class y



Comparison with Baseline
● OE is compared with a simple baseline detector called the Maximum Softmax 

Probability (MSP)  detector. 

● MSP takes softmax distribution from a pre-trained model, and then detects 
whether the input was an in- or out-of-distribution example. 



Results

Computer Vision Datasets



Results

NLP Datasets



Comparison with Confidence Branch (Branch)
● OE is compared with another method called Confidence Branch, which adds 

an auxiliary connection to a pretrained network in order to output calibrated 
probability values, indirectly detecting OOD examples. 



Comparison with GAN Based Training
● Another competing method which uses GAN is used to compare. 

● It carefully trains a GAN to generate examples at the decision boundary of 
classifier. Then, these examples are used to train the network, where it is 
tasked to output low confidence values for these examples. 



Density Estimation
● A PixelCNN++ is trained on 

in-distribution data to detect outliers 
(or OODs). It outputs a score which 
correlates with whether the input is 
in- or -out-of-distribution. 

● OE is implemented with 
PixelCNN++ using a log likelihood 
difference between in-distribution 
and anomalous examples. 



Density Estimation

BPP = Bits Per Pixel score, output of the PixelCNN++



Probability Estimate Calibration
● OE can naturally calibrate the 

probability estimates of the original 
network to represent the true 
likelihood of a class prediction. 

● OE is compared to the 
“Temperature Tuning” method. 



Discussion
● Another approach towards OOD detection can be “reject” class built into the 

original classifier. 
○ However, this tends to be uncompetitive to OE. 

● The choice of           matters, and is important. Synthetic images, noisy 
version of             data doesn’t help much as compared to real images.  

● Dataset diversity is important. CIFAR 100 as          doesn’t work well with 
CIFAR 10  as          . 

● The sets            and            need not be close to each other at all for optimal 
performance of OE. 

● The sets            and            have to close to each other for good performance. 



Critique
● Choice of            is not clear, and is highly empirical and experimental in 

nature. 
○ Unclear what should be its characteristics.

● Simple baseline of         +           not discussed in paper at all. What happens if 
we train the model with the out distribution?

○ Discussion Topic

● Only one comparison for the probability estimate calibration (Temperature  
Tuning), while there exists a vast field that does just this. 



Critique
● No investigation on how the performance (in terms of prediction accuracy) 

would increase if detected OOD examples had their predictions changed to 
something else. 

○ How will the change happen is an open question. 
○ Discussion Topic

● The sets            and            have to close to each other for good performance. 
This is a constraint that is too vague in practice. How close? 



Questions?



Thank you


